OCHOBHBIE ACIIEKTBI IPO®PUJITAKTUKHU
KUBEPIHHPECTYIIHOCTHU B PECITYBJIMKE BEJIAPYCb

Mamepuan noocomoenen
Axaoemueti ynpaenenus npu llpezudenme Pecnybnuxu benapyce
Ha ocnoge ceedenuti Cnedcmeennozo komumema Pecnybauxku benrapyco,
Munucmepcmea enympennux den Pecnyonuxu benapyco.

Unghoepaguxa no dannwim mamepuanam pazpabomana benopycckum
I’I’lejleZpaqublM azeHmcmeom u pasmeuleHa Ha eco cavme epa3defze
«HUngoepaghuxar (https://www.belta.by/infographica/).

B mHactosimee Bpemsi MHTEepHET W KOMIBIOTEPHBIE TEXHOJIOTHUU
CTPEMUTENBHO IMPOHMUKAIOT BO BCe C(hephl >KU3HENEATEILHOCTH YEJIOBEKa.
C OomHOUW CTOPOHBI, 3TO OTKPBIBAET mepes] OeTOPYCCKUMHU Tpa)xJaaHaMHU U
OOIIIECTBOM PsiJ] IEPCIIEKTUB, C IPYTOil — BIICYET MOSBICHUE HOBBIX PUCKOB U
yrpo3. Tak, OypHOe pa3BUTHE TEIEKOMMYHUKAIIMOHHBIX TEXHOJOTHUH,
CTPEMHUTENIbHBIA  POCT YMCIA JJICKTPOHHBIX YCTPOMCTB H  YCHYT,
MPEAOCTABIIEMBIX HACEJICHUI0 C HCHOJIb30BaHUEM HWH(OOPMAIMOHHBIX
TEXHOJIOTHH, MPUBEJIO K YBEITUYCHUIO KOJIMYECTBA KHOEPIPECTYIIIICHUH.

benapych, kKak u Jpyrue ToCydapcTBa, HE MOXKET HWTHOPHUPOBATH
NPUHIMIIMAIEHO  HOBBIE  PUCKH, CBSI3aHHBIE C  MPOHMCTEKAIOIICH
unopmaruzamuei. Kak ormerun B xoae VI BcebGenopycckoro HapoaHOTO
coOpanus Ilpesunent Pecnyonuku benapycs A.I'.JlykameHko, «He ymaisis
PEUMYIIECTB, BO3MOXXHOCTEH W TEPCIEKTUB, KOTOPHIE OTKPBUI UYEJIOBEKY
uH(OPMAIIMOHHBIN MHP, MBI JOJKHBI 00paTUTh BHUMAaHUE HA €r0 OOpaTHYIO
CTOpOHY. VCKycCTBEHHYIO peanbHOCTb, KOTOpas Jajla 3€JIEHbI CBeT
MaHUIYJSIUAM, OOMaHy, NPECTYIUICHUSM, TOTBOPCTBYET HU3MEHHBIM
WHCTHHKTaM YeJIOBEKay.

Bompocs! iudpoBoii TpaHchopManuy MPeCTYIMHOCTH CETOIHS SBIISIOTCS
OHUMU U3 Haubojee 31000aHeBHBIX. M1 OoT TOro, Hackoibko 3(PhHEeKTUBHO
yIaCTCs MPOTHBOCTOSITH ’TOMY BBI3OBY, 3aBUCUT HE TOJIBKO 3aIUIIICHHOCTH
IIpaB ¥ UHTEPECOB IPaKJaH, HO U MHGOpPMaIMOHHAs! 6€30MaCHOCTh O0IIIECTBA
u rtocynapctBa. [lpm STOM yHUBEpPCaIbHBIX MOJIXOJ0B, MO3BOJISIOMINX
3¢ ()EKTUBHO MPOTHUBOEHCTBOBATh BEICOKOTEXHOJOTHYHBIM MPECTYTUICHUSM,
HE BBIPA0OTAaHO HU OJHUM rOCYJJapCTBOM MHpA.

Cnpasouno.

Hecmomps na npunumaemvie mepul, Ha NPOMANCEHUU NOCTIEOHUX Jlem
6 Pecnybnuke benapycv Habawooaemcs ycmouuuswlii pocm KOJIUHeCmed
pecucmpupyemvix kubepnpecmynienuii: ¢ 2015 200y — 2 440 npecmynnenuil,
6 2016 — 2 471, ¢ 2017 — 3 099, ¢ 2018 — 4 741, ¢ 2019 — 10 539,
6 2020 — 25 561.

H3yuenue medncoyHapooHoeo onvima noxaszvleéaem, Ymo yeeaudeHue
yucna KubepnpecmynieHull C8OUCMEEHHO DONbUUHCINGY 20CY0apCcme Mupa.
K npumepy, 6 Poccuiickou ®edepayuu 4ucio maxKux y20108HO HAKA3YEMbIX
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oesinuil 8 2020 200y evipocno na 73,4%, a ux yoenvbmuslii 8ec 8 cmpyKmype
npecmynnocmu cocmagui 25%.

Cpenu ¢axkTopoB, CTUMYJHPYKOIIUX POCT KHOepHpecTymJIeHUH,
MOYKHO BBIJIEIUTH CIEAYIOLINE.

Omnepexawmue TeMnbl ocBoeHusi cetu UHTepHer B PecmyOuuke
bemapyces. Tak, B 2020 roamy nmojiga HaceleHUA HaIlleW CTpaHBbI,
none3ytomerocss  MuTepuerom, cocraBmwia  85,1%; 10O  MIOTHOCTH
MIPOHUKHOBEHHUS IIHUPOKOIOJIOCHOTO JaocTtyna B ceTh MHrepHer bemapychk
BBIIIJIA HA CPEIHEEBPONIENCKUE TTOKA3ATENH, @ 10 CKOPOCTU — Ha MEPEIAOBBIE
MO3HIIMU B MUPE.

YpoBeHb KOMIIBIOTEPHON IPAMOTHOCTH I'PAXKIAH HEJOCTATOYHO BBICOK,
OTCTAeT OT CKOPOCTH BHEAPEHMS TeX WJIM MHBIX KOMIBIOTEPHBIX CHCTEM B
MOBCEAHEBHYI0 KM3Hb. KpoMe TOro, MHOIME TpaXXOaHE HEIOCTaTOYHO
OTBETCTBEHHO OTHOCATCS K 3allIUTE U OE30IACHOCTH COOCTBEHHOM HMH(pOPMALIUK U
JIMYHBIX JaHHBIX.

YckopeHHbIi mepexoa MHOrMX cep 001ecTBEHHBIX OTHOLUICHUIA,
BKJIIOYAS TOBAPHBIA U JICHEXKHbIH 000pOThbI, B MHTEPHET-MPOCTPAHCTBO,
BBI3BAHHBIN pacrpocTpaHeHrneM KkopoHaBupycHou uHdexiuu Covid-19.

Pa3BuTHe NUMCTAHLIMOHHBIX CHOCOOOB COBEPIICHUS MPECTYIUIEHUH, MpH
KOTOPBIX OTCYTCTBYET NPSAMON KOHTAKT MEXIY 3JOYMBIIUICHHUKAMH M HMX
KEPTBaMH, MPUBEJIO K TOMY, YTO KUOEPIPECTYIUICHUS YUUIM U3 (PU3NYECKOU
pEaJbHOCTU B OHJIAWH-TIPOCTPAHCTBO. B LENAX IPOTUBOIEUCTBUS JaHHBIM
npaBoHapyieHusM, 26 maprta 2021 r. B Pecniyonuke benapych Obu1 yTBepxieH
KomrutekcHbI 11aH MEepOnpUSI T, HAIIPABJIEHHBIX HA MPUHATHE 3(HEKTUBHBIX
MEp MO MPOTUBOJACHCTBUIO KHOEPIPECTYIUICHUSAM, NPOPUIAKTHKE HX

COBEPIIICHHUS, TOBBIMICHUIO IU(PPOBOM TpaMOTHOCTH HaceneHuss Ha 2021-
2022 ronpl.

Ymo maxoe kubepnpecmynHocmos?
Ymo omnocumca K KOMRbIOMEPHBIM RpEecHynieHuAm?

B Hacrosiiee BpeMst 1py XapaKTEPUCTUKE KOMITbIOTEPHBIX MPECTYTUICHUIN
UCIOJIb3YETCA WEJbIA Psifi MOHATUN: «UH(GOPMAIIMOHHOE TMPECTYIUICHUE,
«KHOEPTIPECTYIUICHUE»,  «IPECTyIUieHne B cdepe  KOMIBIOTEPHOUN
uHGOPMAITUNY, IIPECTYIUICHHE B Cepe BHICOKHX TEXHOJOTHI, «BUPTYaTHLHOE
MIPECTYTUICHUE.

CornacHo AelCTBYIOIIEMY 3aKOHOJATENLCTBY Pecniyonuku benapycs, B
COJZICPIKAHUE TIOHSTHUS «KOMITBIOTEPHAS MPECTYIHOCTD) BKIIFOYAKOT:

1) npecTyruieHus MPOTHUB uHOOPMAITMOHHOMN 0€301acHOCTH
(MouuKaIKs KOMIBIOTEPHON HH(DOPMAIMH, HECAHKITHOHUPOBAHHBIM JOCTYII
K KOMIBIOTEPHOU WHQOpMaIU, KOMIBIOTEPHBIM caboTax, HEMpaBOMEPHOE
3aBJIaJICHUE KOMIIBIOTEpPHOUW wHOpMaIiei, pa3paboTKa, HCIOJIb30BaAHUE
amb0 pachpocTpaHEHHWE BPEIOHOCHBIX MPOTrpamMM, HapyIIEHUE TMPABUIT
IKCILTyaTaIlliy KOMITBIOTEPHOM CUCTEMBI HITH CETH H JIp.);
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2) XMILIEHUS [TyTEM HCIOIb30BaHUS CPEICTB KOMITBIOTEPHON TEXHUKH;

3) U3rOTOBJIIEHUE U PACIPOCTPAHEHHE NOPHOTPAYUUECKUX MAaTEPHAIIOB
WIM [PEeAMETOB MOPHOTpaUUYEcKOro XapakTrepa, B TOM YHCIE C
U300paKEHUEM HECOBEPIIEHHOJIETHETO;

4) uHbIE MPECTYIUIEHUS, TaK WK MHAYE CBSI3AHHBIE C MCIOJb30BaHUEM
KOMIIBIOTEPHOM ~ TEXHUKH.  JIOBEJEHUE JI0  camMoyOuiicTBa  IyTEM
CUCTEMATUYECKOT0 YHUIKEHUS JIMYHOIO JOCTOUHCTBA YEepPE3 pACIIPOCTPAHEHUE
Kakux-Iu0o cBefeHud B cetu VIHTEpHET; pasriaiieHue BpaueOHOW TalHBI;
HE3aKOHHOE coOupaHue MO0 pachpocTpaHeHue HHGOPMAIMM O YaCTHOM
’KM3HU; KJIEBETa; OCKOPOJIEHHE; paclpoCTpaHEHHUE JIO)KHOM MH(GOpMALUU O
TOBapax M yCiayrax; 3aBeJOMO JOKHOE COOOIIEHUE 00 OMACHOCTH; MIMHOHAXK;
YMBILUIEHHOE JIMOO MO HEOCTOPOKHOCTH pas3rilallieHue TrocyJapCTBEHHON
TallHbl; YMBIIIJIEHHOE pa3rilallleHue Cy>KeOHON TalHbI U JIp.

Takum 00pa3oM, K KOMIBIOTEPHBIM NPeCTYILUIEHHUSM OTHOCHATCS
[IPaBOHAPYLIEHHUs, IIPU COBEPLICHUM KOTOPBIX CPEICTBA KOMIIBIOTEPHOU
TEXHUKH BBICTYNAIOT KaK OpPYJusi COBEPIICHUS MPECTYIUICHHUS MO0 Kak
IIPEIMET IIPECTYITHOTO MOCATaTeIbCTBA.

Cnpasouno.
B 2020 200y 6 Pecnybauxe benapyce 6ceeo 06bL10 3ape2ucmpupo8ano
95 mouic. mpecmynnenuti, uz Hux Oonee 25 mbvic. — MO KOMNbIOMEPHbIE
npecmynnenust (92% om xomopuvlx cocmaesnsiiu xuwenus). B mo owce spems
ewe 6 2014 200y ux uucrenmocmsv cocmaeénsiia ececo 2,3 movlc., T.C.
Hao0adaemca pocm nedoOHbIX npecmynienuil oonee yem 6 10 pas.

B uem cocmoum uenv kubepnpecmynnurkog?

Kak mnpaBuno, kuOepnpecTynmHHMKM BbIIAIOT ce0s 3a Jojed u3
JNEUCTBYIOLIMX HA 3aKOHHBIX OCHOBAaHMUSAX OpPraHU3alMil U YYPEKICHUM,
4T00BI 00MAaHOM BBIHYAUTH IPAKAAH PACKPHITH JUYHYI0 HH(POPMALIHMIO U
MPeI0CTABUTH NMPECTYINHUKAM JAE€HbI'H, TOBAPbI H/WJIN YCIYTH.

MuiieHbr0 KUOEPIIPECTYITHUKOB CTAHOBSTCSI MHPOPMALIMOHHBIE PECYPCHI,
npUHAUIekKaIe OaHKOBCKOMY CEKTOPY, TOCYJApCTBEHHBIM OpraHaM u
KOMMEpPYECKMM OpraHu3alusM, a Takxke KOoH(UIeHIMabHas HHQPOpMaIMs,
IIEPCOHAJIbHBIE TAHHBIC, UMYILIECTBO U JICHE)KHBIEC CPEACTBA IPAK/IAH.

Kakue euowvt kubepnpecmynyenuii
8bLOCIAION 8 OMHOUWIEHUU 2PAXCOan?

HauGonee pacnpoCTpaHECHHBIM BUIOM MPOSIBJIICHUS
KHOEpHPECTYMHOCTH SIBJISIETCS] XMIIEHHN e JIEHEKHBIX CPEICTB C KAPT-CYETOB
rpaxaan. [Ipyyem B OONBIIMHCTBE CITy4aeB 3THU MPECTYIUICHUS CTAHOBSITCS
BO3MOXXHBI B pe3yJibTaTe OECIEUHbIX JEeUCTBUUA CaMUX IMOTEPIICBIINX,
MPEOCTABUBIIUX PEKBU3UTHI JOCTYIA K CBOUM OAaHKOBCKUM CUETaM.

Cnpasouno.
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3a nepsvie mecayvl 2021 200a yorce 3agurcuposan pocm Koaudecmsd
XuweHuti ¢ baHKOBCKUX Kapmoyek benopycos bonee yem Ha 270% no cpagnenuro ¢
amum dHce nepuodom 2020 cooa.

[IpecTynHMKM  3aBiaNeBalOT PEKBU3UTAMH, HEOOXOIUMBIMH  JISI
OCYIIECTBJICHUSI ~MPECTYHHBIX  TpPAH3aKUUW, MOCPEJICTBOM  CJIEIYIOLINUX
Coco00B:

1. «Quwuney. IOTOT HEODUUHAIBHBIA TEPMUH HPOUCXOAUT OT
anrauiickoro «fishing» («peiOHas noBas»). B KkadecTBe cBOcOOpa3HOi
«yJOUYKW» MPECTYIMHUKU UCTIOJIb3YIOT CIEIIUATbHO CO3/JaHHbIN HHTEPHET-CAlUT
c ¢opmoii BBOJIa HA HEM PEKBU3UTOB JOCTyINa K OAHKOBCKOMY CUETy, a B
KaueCTBEe «HAKMBKM» — HEKHWU COOOIICHHBIM TMOTEPIICBIIEMY MPEJIOT s
nepexojia Ha 3TOT CalT W 3alOTHEHUS TIATSKHBIX PEKBU3UTOB.

Hanpumep, mnpecTymHMK OTClEXMBaeT Ha uHTepHeT-caiite kufar.by
CBEXHE OOBSABICHUS O Mpojaxe yero-modo. [IpocMoTpeB aboHEHTCKUIT HOMEp
aBTOpa O0OBABIICHUS, HAXOJUT €ro B 0JJHOM U3 MecceHkepoB (Viber, Telegram,
WhatsApp) u BCTymaeT B MEPENUCKy, IKOOBI Kejlas KylUTh BHICTABJICHHBIN Ha
NPOAAXKy MPEAMET. 3aTeM MEePEChlIacT B MECCEH/IKEPE CChUTKY Ha MOIETbHYIO
CTpaHUILy MPEeAOIUIaThl, TJIe MPOJABILY HY>KHO BBECTH PEKBU3HUTHI CBOEH KapThl
JUIS TOTO, 4YTOOBI TIOJIYYUTh JEHBIM OT ToKymarens. I[lpu mepexome 1o
THITEPCCHUIKE HEBHUMATEIBHBIA HHTEPHET-TIOIH30BATEIh MOKET M HE 3aMETHTh
MOJIMEHBI, TaK KakK MOAOOHBIE CTPAHHUIIBI BU3YaJIbHO CXOXH C OGOpMIICHHEM
caiitoB u3BecTHbIX cepBucoB (Kydap, EPUIL, CDEK, bennoura, cailtel
pa3nuuHbBIX O0aHKOB W Jp.). AIpec MOAIEIbHON BEO-CTPAHUIIBI TAKKE MOXKET
HaromuHath peaibhblii (Kufar-dostavka.by, erip-online.com, belarusbank24.xyz,
cdek-zakaz.info u np.). Eciu sxepTBa «momnagercs Ha YAOYKY» M 3allOJIHUAT
(dbopMy, COOTBETCTBYIOIINE PEKBU3HUTHI TOCTYIAa K 0AHKOBCKOMY CUETY OKaXyTCs
y TpecTynHuka. Yepe3 cuuTaHHbIE MUHYTHI 3JIOYMBINIJICHHUK OCYIIIECTBIISCT
JOCTYym K OaHKOBCKOMY CYETy | IIEPEBOJIUT JICHS)KHBIC CpEICTBAa Ha
KOHTPOJIMPYEeMble WM OaHKOBCKHE CYETa WM JJICKTPOHHBIE KOIICIIBKH,
3apEeTUCTPUPOBAHHBIE HA TIOJICTABHBIX JIUIL.

Cnpasouno.
Haubonee yvacmo ons cosepuienus maxkoeo euda KubepnpecmynieHutl

6 benapycu 6 2020 200y ucnonvzosanace unmeprnem-niowjaoxa « Kufary.

Tax, 6 2018 200y nocpeocmeom Hee ObLIO  COBEPULEHO

51 npecmynnenue, 6 2019 200y — 126, 8 nepsom noayeoouu 2020 2ooa — 102,
60 emopom nonyeoouu 2020 2ooa — 3 178.

['unepccpiiku Ha (GUIIUHTOBBIE CAaWThl MOTYT MEPEChUIATHCS HE TOJIBKO
B XO/I€ MEPENUCKHA B MECCEH)KEPaX, HO U MPU OOIIIEHUU B COI[UATIBHBIX CETSIX,
a TaKXKe pa3MEIaThCsl HA JIPYTHX cailTax, sSIKOObI YTO-TO MPOJAIOIINX HIH
MOKYTAIOIIUX.

B mociaenHee BpeMsi yYaCTWIMCH CJIYy4Yal CO3AAHUSA (PUIIMHIOBBIX
CaliTOB, OPUEHTHPOBAHHBIX MO/ 3aNPOCHI MOJb30BaTeJed B MOUCKOBbBIX



cucremax. ['paxmane nonagatotr Ha HuX npsmo U3 Google u SAnnexkca nocne
3anpocoB Tuma «bemapycOank nuuHBIA KaOuHET», «bemarponpombank
WHTEPHET-OAHKUHI» U T.J. Y BUJEB 3HAKOMBIIM 3arojIOBOK U JIOTOTHUII CalTa B
BbIJ]JaY€ PE3YJbTATOB MOKMCKA, HO HE YJOCTOBEPHUBIIUCH B COOTBETCTBUU
aapeca cailita JACHCTBUTEILHOMY JOMEHHOMY HWMEHM OaHKOBCKOTO
YUPEKJICHUS, TIOTEPIICBIITNI 3aIMOJHIET OTKPBIBIIYIOCS (hOpPMY aBTOPH3ALINH,
JTAaHHBIC KOTOPOM OTHPABJISAIOTCS HE 0aHKY, a IPECTYITHUKY.
Cnpaeouno.
3aqacmy}0 npu noomene OPpUCUHATIbBHbBIX canumoe qbumuﬂeoebmu 6
UMEHAX OAHHBIX PeCypcos8 YKA3aHbl HAUMEHOBAHUS, CO36YYHbLE C HA3BAHUAMU
banxosckux yupexcoenutl u cepsucos: belarusbank-erip.online, ibank-
belapb24.com, epey.by, e-rip.cc, erip.cc u unsie. Ipoiios no makomy ganviu-

aopecy u 66e0si KOHQUOeHYuaibhble C8e0eHUs, Yel08eK OmMNpasum ux
HenocpeoCcmeeHHo MOUEHHUK).

2. «llomowwy Opyey». JlaHHbIN croco0 TpecTyIuieHui Obul HauOolee
pacnpoctpaded B 2017-2019 rogax, HO He MOTEPsUT CBOECH aKTyaJlbHOCTH M
cerogds. CHauana TPECTYNHUKH TyTeM MOoA0O0pa Mapoiisi Wi (PUIIMHTA
OCYIIECTBIIIIOT HECAaHKIIMOHUPOBAHHBIA JOCTYN («B3JOM») K CTpaHHUIIAM
coruanbHbIx ceTeil (B ocHoBHOM — «BKontaktey). Ilocime 3Toro uHbIM
MOJIb30BATENSIM, JOOABJICHHBIM B paszien «JIpy3bs» B3IOMaHHON CTpaHUIIbI,
pacchUIaloTCs COOOUIEHUs] € NPOCchOOi mpeaocTtaBuTh (Qororpaduio Wiu
JaHHbIe OAHKOBCKOWM TIUIATEKHOW KapThl TOJA Pa3IUYHBIMU TPEIJIOTaMH,
HaIpUMep, YTOOBI CPOYHO CJIeNaTh KaKOW-TO OE3HAIMYHBIA TUIATEX, TaK Kak
KapTouKa OOpaTWBIIETOCS SKOOBI 3a0ioKkupoBaHa. Takke 37I0YMBIILIICHHUK,
CKPBIBAIOIIHIICS TIOJT UMEHEM JIPyTa, MOKET IPOCUTH MEPEBECTH EMY Ha KapTy
OTIpeICIICHHYIO0 CYMMY JCHET B CBSI3M C BHE3AITHBIM IOTIAIaHUEM B CIIOKHYFO
KU3HEHHYIO CUTyaluio. JloBepuuBbIil OIB30BaATENb, II0JIArasi, YTO OOLIAETCS C
HACTOSIIIIUM  BJIQJIEIbIIEM CTPAHUIIbI, TEPEBOAUT JECHBIM JIMOO COOO0IIaeT
MPECTYITHUKY PEKBU3UTHI CBOEM OAHKOBCKOW KapThl (a 3a4acTyl0 — M KOJ
0e30macHOCTH, BbIChUIaeMbIii B SMS-co00IIeHNN 0aHKOBCKHM YUPEKICHUEM),
MIOCJIE YETO C €ro KapT-cueTa MOXUIIAIOTCS JCHEKHbBIE CPEICTBA.

Cnpasouno.

Ewe 00num 6udom mouwennuvecmea 8 COYyUanNbHbIX Cemsx, CA3aAHHbIM
C nomMowblo Opyeum JaHO0SM, SGIAEMCs 0eamelbHOCmb (DalbUiueblX
OnazomeopumenbHvlX oHo08, KOMopvle 0CyuecCmenaom coop oenez Ha
Jeuenue. B maxux cayyasx — MOWIEHHUKU — €O30al0m  2pynny U
PACNpOCMPAaHAIOM UHBOPMAYUIO O MOM, UMO AKOObL HYIHCHBI CPeOCcmaea O
JleueHUst madHcen000abH020 uenoseka (0cobeHHo yacmo — pebenka). Ymoowt
He NONACMbCA HA YOOUKY MOUWEHHUKO8, HEOOX00UMO 6Ce20a 3anPaAuiUeams
O0O0KyMeHmbl U 0ONOJIHUMENIbHblE CBEOCHUAL.

3. «Buwune» MpoucxouT oT aHrmickoro «voice fishing» («roiocoBoi
(UIIMHTY WM «TOJIOCOBask PhIOHAs JIOBJISH»). JIaHHBINA CrOCOO BhIpaXkacTcsl B



OCYILIECTBJICHUHA 3BOHKA HAa A0OHEHTCKMH HOMEp MOTEPIIEBIIEr0 WJIA B €ro
akkayHT B MecceHmkepe (B ocHoBHoMm, 3T0 Viber mmm Telegram). B xone
rOJIOCOBOTO OOIIEHHS NPECTYNMHUK MpPEACTaBisieTcs pabOTHUKOM OaHKa WId
npaBooxpanurenbHoro oprana (MBI, KI'b, CneacTBeHHOro KOMUTETA) U O]
BBIMBIIIJIEHHBIM ~TPEAJIOroM (IIPECEYEHUE MOJO3PUTENBHON TPAaH3AKIIMY,
NOBBIILIEHUE YPOBHSI O€30IAaCHOCTHU IOJIb30BaHUSA KapTOW, IepenpoBepKa
NAacIOPTHBIX JIaHHBIX BJIAJEblla OAHKOBCKOIO cueTa M T.JA.) BBIICHSET Yy
NOTEPHEBILErO CBEICHUS O HATMYUK OAHKOBCKHX IJIATEKHBIX KAPTOUEK, CPOKAX
ux aeiicteus, CVV-kogax (Tpex3HauHbIA KOJ Ha 0OpaTHON CTOPOHE KapThl),
MaCTOPTHBIX JAAaHHBIX, SMS-KoJax C IEeNbI0 XUIIEHUS JEHEKHBIX CpeAcTB. B
psie CiIy4aeB  3JIOYMBIIUICHHUKAM HM3BECTHbl HEKOTOPBIE  PEKBU3UTHI
OaHKOBCKHMX IUIATEKHBIX KAPTOYEK, a TAKKE AHKETHbIC JAHHbIE JIMII, Ha MM
KOTOPBIX OHH BBITYILICHBI.

B OGonbpmMHCTBE cllydaeB MpPU COBEPUICHUH 3BOHKOB IPECTYNHUKU
ucnosb3ytot [P-tenedonuto.

Cnpasouno.

Ynpowenno, |P-menegponuss — smo cucmema meneponHol cea3u
nocpeocmeom cemu Hnmepnem, npeoocmasianouias B803MONICHOCb
ocywjecmenenus 360HKO8 U 20]10C08020 OOWeHUss U3 CHeYyualbHblX
NPUNLOdNCEHUl ¢ ADOHeHMamMu MOOUTbHBIX U CMAYUOHAPHLIX MenedhOHHbIX
cemeil.

Ipu makom 6xo0suem 360HKe dHcepmea GUOUM HA IKPAHE MOOUTLHO2O
meneg)oHa b0 NOOMEHHbBIN HOoMep, AUO0 Oadce KOPOMKULU HoMep OAaHKa:
co8pemeHHble  NPOMOKONbL  MOOUTbHOU — mene@oHuu U pasiuyHvle
KOMNbIOMEPHbIE — NPOSPAMMbBL  NO3BONANM  OCYWECMEIsImb  NOO0OHbIe
menegonnvle 360nku. C80U yCIy2u 8 5mMom npednazarom pa3iuyHvle nianmmsie
cepeucyl U caumol.

s moeo, umodvl 00CmMOBeEpHO YCMAHOBUMb, AGIAEMCA JU HOMED, C
KOMOpO20 NOCMYNUJL 360HOK, AOOHEHMCKUM HOMEPOM meleqDOHHOU cemu uiu
uoenmughukamopom IP-menegponuu, HeobX00UMO Hanpasumev 3anpoc
(3anpocwl) 8 coomeemcmeyrouue MeleKOMMYHUKAYUOHHbIE OpP2aHU3AYUU
Pecnyonuxu Benapyce.

HOCJI@I[CTBI/ISI HCIIOJIb30BaHUA 3JIOYMBIIINICHHUKaMH HOI[O6HOF (0)
crioco0a MOIIEHHUYECTBA OBIBAIOT BeChMa ITeYaIbHBIMH.

Cnpasouno.

Tax, nanpumep, 6 konye mapma 2021 200a 310yMbluIeHHUK NO360HUL
yepes Viber = 66-1emmueil orcumenvhuye bopucosa u npedcmasuics
COMPYOHUKOM CYIHcOblL Oezonachocmu oanka. OH coobwun, umo 6 yensx
npecevenus XuwjeHusi ¢ OAHKOBCKOU NJIAMENCHOU KAPMOUKU IHCeHUJUHe
HeobX00UMO YCMaHo8UmMsb onpedesieHHoe NPUNOHCEeHUe YOaIeHH020 00CMYNa,
CO00WUMb KOObI KAPMbL U NPUCTAMb CKPUHWLOMbL U3 MOOUTBHO20 OAHKUHEA,
ymo oHa u coenana. Ilozoice, 3an0003pus HeraoHoe, NeHCUOHEPKA NOULIA 8
banx u obmapyoicuna, umo ¢ ee kapm-cyema nponano noumu 40 meicauy

pyoaet.



4. Ceoboonwili 0ocmyn k baukoeckoti kapme. He Bcerna 1iist XUIIEHUS C
OAHKOBCKMX CUETOB MCIOJIb3YIOTCS XHUTpbhle cXeMbl. B psnpe ciiydaeB
MPUYUHAMHU 3TOTO CTAHOBATCS yTepss OAHKOBCKUX KapT, OCTaBIICHHE HX B
JIETKOJIOCTYITHOM MECTE€, MX IepeAadya HHbIM JIMLAM JJI OCYLIECTBJICHUS
pa3oBbIX MIaTexel. [Ipu 7ToM yBenruuBaeT puCcK ocTaTbest 6€3 3apaboTaHHbIX
JICHEXKHBIX cpenacTB xpaHenne PIN-koma psgom ¢ kapToi (Hampumep,
3aMrCaHHbIM Ha OyMa)KKe B KOIIEJIbKE WM Ha caMOil 0aHKOBCKOM KapTe).

Pa3HOBUIHOCTBIO TOJOOHOTO JIETKOMBICHHS — SIBISIETCA  XPAaHEHHE
dboTonzo0paxeHnii 0AHKOBCKUX KapT WJIU IUIATEKHBIX PEKBU3UTOB B MaMSITU
MOOUIBHOTO TenedoHa, B TMOYTOBOM AaKKayHTE WM JAUCTAHIIMOHHOM
oOnayHOM XpaHuiuuie. [Ipy HECaHKIMOHUPOBAHHOM JOCTYIIE K TaKOMY
XPAaHWINILY TPECTYITHUK TIOJNy4aeT H OeCHpenaTCTBEHHBIM JOCTyH K
OaHKOBCKOMY CYETY €ro BJaJelbla.

5. lloxynka ¢ npedonnamori. Hanbonee NpUMHUTUBHOW, HO OT 3TOTO HE
MeHee paboTarorieil (GopMON MHTEPHET-MOILLICHHUYECTBA SIBJISIETCS pa3MelleHHe
MPECTYMHUKAMH Ha BUPTYAJIbHBIX JOCKaX OOBSBICHUM, TEMAaTUYECKUX CailiTax, B
COLMAIIbHBIX CETSX, IPyNIax UHTEPHET-MECCEHKEPOB OOBSIBICHUI O MPOJAXKE
KaKkUX-1100 TOBAPOB 10 «OpocoBbIM» LieHaM. Ho a1 mostydeHus ToBapa (SIKoObl
MOCPEICTBOM TIOYTOBOM TMEPEChUTKA WM CIYXKObl JOCTaBKU) TpedyeTcs
NEPEUYUCIICHUE TMPEAOIUIaThl WM 33/laTKa Ha YKa3aHHbBIE «IPOAABIIOM»
OaHKOBCKYIO KapTy WM 3JIEKTPOHHBIN Komenek. [IpaBaa, mocie nepeuncienus
OKUJAEMbIM TOBAp TaK U HE MOCTYIAET, a «IIPOAABEID» MEPECTAET BbIXOAUTh HA
CBSI3b.

6. Lllanmaoic. B HEKOTOPBIX CiIyYasiX 37I0YMBIIIIEHHUKH MOTYT YIPOXKaTh
pasriaimieHueM pa3iMyHbIX KOMIIPOMETUPYIOLIUMX CBEACHUH C  LIEJbIO
BbIMOTATeIbCTBA. Hampumep, TNOJy4YMB HECAHKIIMOHUPOBAHHBIM JOCTYI K
HNuTtepHer-pecypcaM  (CTpaHHIlaM B  COLIMAIBHBIX  CETSX, IEPENUCKE
AJIEKTPOHHBIX TOYTOBBIX SIIUKOB M OOJAYHBIM aKKayHTaM) W 3aBJaJicB
n300paXECHUAMU, HE TMPEAHA3HAYEHHBIMU [JIs1 MyOJMYHOTO MPOCMOTPA,
NPECTYIMHUKN BCTYMAalOT B TIEPENUCKY C TMOTEPIIEBIIUMHU, TpeOysl pa3HbIC
JICHEe)KHbIE CYMMBI M yTpOKasi B Cllydae OTKa3a paclpoOCTPaHUTh MX B CETH
HNutepHer.

[. Unvle mowennuyecmea. Takke MOXKHO BBIICIUTH €I1€ HECKOIbKO
TUIIOB MOIIIEHHUYECTBA, KOTOPhIE B HEJABHEM MPOLIJIOM 3a4acTyIO YCHEIIHO
UCIIOJB30BAIUCH Ha Tepputopuu Pecnyonnku benapych:

o [TpochObl MOMONHUTH CUET ONPEAEICHHOT0 HOMEPa MOOMIILHOIO
TenedoHa WIM IJIATEXKHOM KapThl B Buae: «Mama, MOMNOJIHU CYET Ha
20 pyOneit. MHe He nepe3BaHMBall — MoO3ke nepe3BoHi0. HykHOo cpouHo!».

o 3BOHOK C HOMEpa Jpyra WIM pOJCTBEHHHUKAa, B KOTOPOM
coOeceTHUK YTBEPKJIAeT, YTO OH COTPYAHUK NMPABOOXPAHUTEIbHBIX OPraHOB,



MPOCUT BO3HArpaxjacHue, ooemnas npeJoTBpaTUTh BO30YXKJIEHUE YTOJIOBHOTO
Jiena B OTHOIIICHUH OJM3KOTr0 YeI0BEKa.

° Korna MomieHHUK 3BOHHUT U Cpa3y OTMEHsSET BbI3OB. [lepe3BoHUB
Ha 0TOOpa3UBIIUNCS HOMEDP, A00OHEHT CJIBIIIUT ABTOOTBETUUK UIIU TYJKH, B 3TO
BpEMsI CO cueTa €ro MOOWIBHOTO TejedOHA CIHUCHIBAIOTCS JEHbIU, TaK Kak
BBI30B COBEPIIAETCS C MPUMEHEHHUEM TIepeaipecaliuy Ha TUIaTHBIA HOMED.

° Korna npuxomut SMS-coo01ieHne 0 HEKOEM BBIMTPHIIIE, MOCTIe
yero aOOHEHTY MpeJjiaraloT OTHPaBUTh IJIATHOE COOOIIEHHWE B OTBET WIIH
OTHpPaBUTh HEOOJBIIYI0O CYMMY Ha OaHKOBCKYIO KapTy MJisi MOJy4YeHUSs
(JIKEBBIUTPHIIIIAY.

° Korna npuxoaut SMS-coo0liieHne ¢ TunepcchUIKon, MPONIs 1Mo
KOTOPO# M0JIb30BaTElIb 3aIyCKaET MPOIECC CKAaYMBaHUs BUpPYca.
° Korma mocTymaer 3BOHOK OT «IPEJICTaBUTENS COTOBOTO

omeparopa», BO BpeMs KOTOPOTrO  3JOYMBIIUICHHUKH  Mpeajarator
nepepeructpupoBatb SIM-kapty. Ilpm »TOM mONB30BaTENb  BBOJHUT
creuaIbHbIN KOJI WK oTapasisier SMS-coobiienue, mocie 4ero ¢ 6anaHca
€ro MOOUJILHOTO Tesie)OHa CIIUCHIBAIOTCS JICHBIU.

o Korma mpuxoaut SMS-coo01ieHue iy nocTymnaer 3BOHOK, B XO/1€
KOTOPOTO cooOIIaeTcs, 4yTo aboHeHT He ormiarwi mrTpad. Ilocime sToro
YeJIOBEKY IMpejiaraeTcs MPOU3BECTH €ro OIuiaTy, MEePEUUcCIUB JEHbIU Ha
«CTEIUANIbHBINY PACUETHBINA CUET WUJIU MOTMOJHUB OAHKOBCKUM CUET.

o Korma mpuxoautr SMS-coobmenne ¢ nHbpopmaiueinr o ToMm, 4To
MJIaTeXHasi KapTa 3a0JIOKUpOBaHA, M YKa3bIBAaCTCSI HOMEp, MO KOTOPOMY
MOXHO TMOJIYy4UTh CIHpaBKy wWid moMonls. llocie 3BoHKa y abOoOHEHTa
sanpamuBatoT PIN-kon, CVV-kon (Tpex3HauHbIi KOJ Ha OOpaTHOW CTOPOHE
KapThl), HOMEP KapThl U JPyTrUe JaHHbIC, HEOOXOAUMBIC JIJIsi CHATHS JICHET C
OAHKOBCKOTO CUETA.

Kaxkue cnocoobl mowennuuecmea 0vi6arom ¢ OMHOUICHUU I0PUOUYECKUX
JIUY U UHOUBUOYATIbHBIX NpeOnpuHumameei?

KubGepnpectyrienns npuyauHSIOT yiepd He TOJMbKO TpaxkaaHaMm. Yacto
NEUCTBUSL 3JIOYMBILUICHHUKOB HAmpaBJICHbl Ha 3aBIAJCHUE JICHEKHBIMU
CpPEACTBaMH  IOPUANYECKHX JHuL (MPeANPUATHH, YYPEKACHUN U
OpPraHm3anMii) W HWHAMBUAYAJbHBIX HpeanpuHumaresaeii. Ho u 3aech
IJaBHBIM ~ YCJIOBHEM, [AlONIMM BO3MOXKHOCTh  COBEPILEHHS] MOAOOHBIX
370[CSIHAMN, SIBIISIETCSl  «4eJOBeUecKuid (akTtop», T.e. TpyOble OLIMOKH,
JIOITyCKaeMbIe paOOTHUKAMU: OT PYKOBOJUTENEH 10 CEKpeTapei, OyXrajaTepoB h
MEHEKEpoB. Bee yaile nmoTepneBmyrMu CTAaHOBSITCS T€ IOPUIAWYECKHAE JTULA U
VHAUBUAYAJIBHBIE  NPEANPUHUMATENHN, KOTOPHIE  OCYLIECTBIISIIOT — CBOKO
JESTeNbHOCTD NIPU TOMOIIH 3apyOeKHBIX KOHTPAreHTOB.



Cpenn nHaunbonee THUNMUYHBIX (OPM TOCATATENBCTB XaKEPOB HA
JICHEXKHBIE CpEACTBA M OXpaHsAEMyl HH()OPMAIUIO FOPUIAUYECKUX JIHI]
sBisitorcst BEC-amaku (ot anrmuiickoro: «business email compromise» —
KOMITpOMeETaIusi OM3HEC-TIEPEIUCKH ).

Peanmmzanuss momoOHOM CXEMBl XWIINEHHS BO3MOXKHA ITOCPEIACTBOM
MOJIyYeHUS! HECAaHKIIMOHUPOBAHHOTO JOCTYIIA K 3JIEKTPOHHOM MOYTE OJTHOM U3
CTOpPOH CHeNKd. B 92Toil cuTyauuu 3J0YMBIIUICHHUKA  00JaJar0T
uH(pOpMaILIUEe 0 peMETe, YCIOBUSIX JOTOBOPA U MOTYT BECTH MEPEMHCKY, HE
BbI3bIBAsl TOJO3pEHUS (B Cllydae HEOOXOAMMOCTH HWMH HampaBIsIOTCS
JOTIOJIHUTEIBHOE COIJIAllIeHHe, cYeT-mpodopMa (MHBOKC) C M3MEHEHHBIMU
pPEKBU3UTAMH 0AHKOBCKOT'O CYETa U KOHTAKTHBIMH JIAHHBIMH MIPEACTaBUTEINECH
(bupMBI IyTEM UX «HAJIOKEHUS Ha MMOATOTOBIIEHHBIE paHEEe U COXPAHEHHbIE B
COOOIIECHUSAX TOKYMEHTHI).

Kpome TOro, wumerorcss ciayyau, Koraa OT HMEHU O€lIOpYyCCKHUX
CyOBEKTOB X031HCTBOBAaHMUS NIOCIIE B3JIOMA X KOPIOPATUBHOM MOYTHI B aJIpec
3apyOeXKHBIX MAPTHEPOB TAKXKE HAMPABISUINCH MHUCHhMA, CUYETa-MPOPOPMBI C
U3MCHEHHBIMU OaHKOBCKMMH pEKBU3UTaMU. B pesynpTaTe JACHEKHBIC
CpEeICTBa, MPUYUTAIOIIHECS 0ETOPYCCKUM MPEINPHUATHSIM 32 TPOU3BEACHHYIO
(MOCTaBIIEHHYI0) MPOAYKIUIO, IEPEBOAMINCH HA CU€Ta MOIIEHHUKOB.

Taxxe BO3MOKHA CUTYalus, KOTJa OCJIe COTJIaCOBaHMSI CYIIECTBEHHBIX
YCIIOBUIM KOHTPAKTA C 3apyOEKHBIM MAPTHEPOM, a B OT/AEIBHBIX CIIydasx U €ro
NOJAMUCAHUs, Ha DJJIGKTPOHHYIO TOYTYy OpraHu3auuu (MpeArnpusTUs)
IpECTYMHUKAMU HaIpaBisieTcsl cooOIeHre SIKOObI OT MMEHU COTpYIHHKA
WHOCTPAHHOTO KOHTpareHTa 00 M3MEHEHHH PEKBU3UTOB OOCIYKHUBAIOIIETO
0aHKa 1 HEOOXOAMMOCTHU TIEPEUNCIICHUS JICHEKHBIX CPEJCTB HAa HOBBIN CUET.
[Tpu 3TOM aapec 3JAEKTPOHHON MOUYTHI MOIICHHHUKOB WMEET CYIIECTBEHHOE
CXOACTBO C peajbHbIM, YTO 3a4acTyl0 OCTaeTCsi HE3aMEUCHHBIM.
[Tocnenyromas nepenucka yXe OCYIIECTBISETCS ¢ KUOepnpecTylmHHKaMHU.
Jlanee noj mpeiorom oriaTbl TOBAPOB MHOCTPAHHBIX KOMIIAHWUHN U BCIIEACTBUE
NPEAOCTABICHHS MO JIEKTPOHHOM MOYTE JIOKHBIX OAHKOBCKHX PEKBHU3UTOB Ha
cueTa MOIIECHHUKOB TIEPEUHUCISIFOTCS JCHEKHBIE CPEICTBA CO CTOPOHBI
CYOBEKTOB XO3SHMCTBOBAaHUSI KaK TOCYJapCTBEHHOTO, TaK M YAaCTHOTO CEKTOpa
YKOHOMHKH.

Kak ne cmamu yncepmeoii kubepnpecmynienusn?

1. Huxoraa, HUKOMY U HH NIPU KaKHUX 00CTOSITEIHLCTBAX He CO00IATH
PEKBHU3UTHI CBOUX 0AHKOBCKHUX CYETOB M 0AHKOBCKHMX KapT, B TOM YHUCJIC
JUIaM, TPEJICTABUBIIMMCS COTPYJHMKAMU OaHKa WJIM MPaBOOXPaHUTEIbHBIX
OpraHoOB, MPHU OTCYTCTBUU BO3MOKHOCTH JIOCTOBEPHO YOSIUTHCS, YTO 3TH JIHOIN
T€, 3a KOro ce0s BBIJIAIOT.
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B ciyuae moctyrmieHusi 3BOHKA «OT COTPYJIHMKAa OaHKa» HEOOXOIUMO
YTOYHUTH €ro (haMUInI0, HoMep TenieoHa, MOCIE YEro 3aBEpIIUTh Pa3roBOp U
CaMHUM TO3BOHUTH B OaHK.

Heobxonumo npuHMMATh BO BHHUMAHHE, YTO PEALHOMY COTPYAHHUKY
OaHka wW3BecTHa cleayromas uHbopMmarms: GaMuiIns Jep)kareis KapThl,
NaCOPTHBIE TAHHBIC, KaKKe KapThl 0(hOPMIIEHBI, OCTATOK Ha CUETE.

He cnenyer coobmark B TenedOHHBIX pa3roBopax (Jake COTPYIHUKY
0aHKa), a TaKKe MOCPEAICTBOM OOILIEHUS B COLIMAIIBHBIX CETSAX: MOJIHBIM HOMEp
KapTouku, cpok ee newctBus, kojg CVC/CVV (Haxopsmuecss Ha 0OpaTHOM
CTOPOHE KapThl), JIOTUH U MAPOJIb K HHTEPHET-0aHKUHTY, IACTIOPTHBIE TaHHBIE,
KOJ0BOE ¢JI0BO (1dpoBoii kox) u3 SMS-cooOreHwmi.

B cnyuae ecim «coTpyaHMK OaHKa» B pa3roBope COOOMIAET, YTO C
KapTOYKOW MPOUCXOJAT HECAHKIIMOHUPOBAHHBIC TPAH3AKIMK, HEO0OXOIUMO
OTBEYaTh, UTO BbI MpHJIETE B OaHK JMYHO, — BCE MOJOOHBIE BOMPOCHI HYKHO
perarh B OT/Ae/IeHnH OaHKa, a He 10 TeehoHy.

BHUMAHME: nomnume, umo compyOHUku OAHKOBCKUX YYpeHCOeHULL
HUK020ad He UCNONb3yIom OJisl Cea3u ¢ KiueHmom meccenodcepwl (Viber,
Telegram, WhatsApp).

2. J1st ocylIecTBIEHUS OHJIAH-TIIaTeXell He0OX0AMMO UCIOJIb30BaTh
TOJBKO HAJIC)KHBIE MIIATEXKHBIE CEPBUCHI, 00A3aTEJIbHO MPOBEPSAsS JOMEHHOE
HM$ pecypca B aipecHOl cTpoke Opaysepa.

3. He caenyer XxpaHuTh O0aHKOBCKHE KapTbhl, uxX ¢ororpadpuu u
PEKBHU3UTHI B MeCTaX, KOTOPble MOIYT ObITh JOCTYIHbLI NMOCTOPOHHUM
JHMIAM; 3TO *e€ OTHocuTcs K ¢oTorpadusM U HWHBIM BUAAM HH(OpManuu
KOH(HUICHIIMAIBLHOTO XapaKTepa.

4. CnenyeT BO31epKUBATHLCA OT OCYIIEeCTBJIEHUS OHJIANH-TIATEXKe,
CBSI3aHHBIX C MPeIoIUIaTOl W IepevyHucIeHneM 3aJaTKOB 32 TOBAapbl M
yCJIyTrd, 0JIarOTBOPUTEIILHON M CIIOHCOPCKOM MOMOIITH B MOJIH3Y OpPTaHU3aIuN
U (U3NYECKUX JUIl TPU OTCYTCTBHUU JOCTOBEPHBIX IAHHBIX O TOM, YTO
Ha3BaHHBIE CYOBEKTHI SBISIOTCS TEMU, 32 KOTO CeOsl BBIIAOT.

5. He crout nepeuncnsate AeHEKHbIE CPEACTBA HA CUETA AIEKTPOHHBIX
KOLIEJIBbKOB, KapT-cueTa OAHKOBCKUX IJIATEKHBIX KapToyek, cuera SIM-kapt
1o nmpocb0e nosb3oBareJieit cetu UaTepHer.

6. ln1  goctyma K cuUCTeMaM  JIUCTaHIIMOHHOTO  OAHKOBCKOIO
oOciyxuBanusi (MHTEPHET-0AaHKWHT, MOOWJIBHBIN OaHKWHT), SJICKTPOHHBIM
MOYTOBBIM SIIIIMKaM, AaKKayHTaM COIMAJbHBIX CETed W HHBIM pecypcam
He00X0AMMO  HCNOJIL30BAaTh  CJIOKHBIE  MAPOJIH, HCKJIOYAKNIIUe
BO3MOKHOCTb MX moa0opa. CTouT BO3AEPKAThCSA OT MapOJICh: AT POKICHUS,
uMeH, PaMIITUN — TO €CTh T€X, KOTOPBIE JIETKO BBIYUCIIUTD U3 0OIIEAOCTYITHbBIX
MCTOYHUKOB HH(OpMaIu (HarmpuMep, TeX K€ COIMAIbHBIX CeTel).
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/.1lpu cocTaBieHUU IUIATEKHBIX JOKYMEHTOB BAYKHO INPOBEPSITH
IUIATEKHbIE PEKBU3HUTHI MOJY4YaTe/Isl IEHEeKHBIX CPeICTB.

8. [Ipu mMOCTYyIUICHMM B COIHAIBHBIX CETSIX COOOIICHWH OT JIHII,
COCTOSIIIIUX B KAaTErOpUM «JIPYy3bsi», C MPOCbOAMU O MPEIOCTABICHUU
PEKBU3UTOB OAHKOBCKUX IJIATEKHBIX KAPTOUYEK He CJaeAyeT OTBe4aTh Ha
nogo0HbIEe COOOIEHHS, a Heo0XOAMMO CBSI3aThCS C JAaHHBLIMH
M0JIb30BATEJSIMM HANPSIMYIO0 OCPEICTBOM MHBIX CPEACTB CBSA3M.

9.Ilpu oOHapyxeHnu (akTa B3JIOMa aAKKAYHTOB COIMAIBHBIX CETeH
HEOOXO0JIMMO HE3aMEJIUTEILHO BOCCTAaHABIMBATh K HUM JOCTYI C MOMOIIBIO
CIIy>KObl TIOJACPAKKU JTMOO OJOKHpOBaTh, a TaKXe MpPeaylpexnarb 00 3TOM
(dakTe Jaull, ¢ KOTOPHIMHU OOIIAIUCH TOCPEICTBOM JIAHHBIX COITUAIbHBIX CETEH.

10. Heqib3s1 OTKpbIBaTh (paiijibl, MocTynawinue ¢ HE3HAKOMBIX
aapecoB JJICKTPOHHOM TMOYTHI M AKKAYHTOB MECCEH/IKepPOB; HE
MEPEXOIUTH O CChIIIKAM B COOOIICHUSAX O MPU3aX U BBIUTPHIIIAX.

11. HeoO6XomuMo  HMCHOJIB30BATHh JIMIEH3MOHHOE TNPOrpaMMHOe
o0ecrieueHne, peryJsipHo OOHOBJATH NPOrpaMMHOe o0ecriedyeHUe U
ONEePANMOHHYI0 CHCTEMY; YCTAHOBUTH AHTHBHUPYCHYIO MPOrpaMmy HE
TOJIBKO Ha TEPCOHAIBHBIA KOMIIBIOTEp, HO U Ha CcMapT(dOH, MJAHIIET U
pEryiasipHO OOHOBIISTH €€.

12. Caenyer 03HAKOMHMTHL € TMeEPeYHCICHHBIMH TNPaBWIAMH
0€30MacCHOCTH CBOHUX POJACTBEHHHMKOB W 3HAKOMBIX, KOTOpPBIE B CHIY
BO3pacTa WJIM HEIOCTAaTOYHOTO YpPOBHS (DMHAHCOBOW TPAMOTHOCTH MOTYT
OBITH OCOOCHHO YSI3BUMBI JIJIs1 JIEHCTBUM KUOEPTPECTYITHUKOB.

Kakue cosemvt M0scHo 0amp 0pududecKuM auyam, Ymool
obezonacumeo cedvss om mowieHHuyecmea?

1. BbIipaGoTrarh 4eTKHIl NJIAH pearupoBaHMsl U O3HAKOMUTH
pabOTHHUKOB C TIEPEYHEM CBEJCHHM, OTHOCSIIUXCA K KOMMEPYECKOM,
CIIyK€OHOW 1 MHOU TalHe.

2. HUckawouyuts B cBOed JeATEJIbHOCTH  HCII0Jb30BaHHE
0eCIUIATHBIX MOYTOBBIX CEPBUCOB, A TAK)KE MPUHUMATH IONOJIHUTEIbHbIE
Mepbl 3alUThl KOPNOPATHMBHON 3JJIEKTPOHHOW NOYTHI (TOAKIIOUCHHE
IBYX(aKTOPHON ayTeHTU(PUKALMK, COOMI0JeHNE TPEOOBAHUI K CIOKHOCTHU
Mapojsi W MEePUOJAUYHOCTA €ro CMEHBI, HCHOJIb30BAHUE AHTUBHPYCHOTO
IIPOrPaMMHOI0 00ECIICUCHHMS).

3. HeykocHuTEnpHO €O0M0AATH MPABUWJIA NOJH30BAHUA CUCTEMOM
AUCTAHIIMOHHOT0 0AHKOBCKOI'0 00CIYKUBAHMS.

4.  Co3naBaTbh pe3epBHble KONMHUHU JAHHBIX U XPaHUTh HX Ha
ChEMHBIX HOCUTEIISIX.

5. IlpoBepsiTb NPaBWIBHOCTb ajpeca JJIEKTPOHHOH MOYTHI
KOHTpPareHTa MNpH MOJYYeHHHM M OTHPABKe COOOIIeHWI, a TaKxke
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NOJ/IEP:KUBATh KOHTAKT C €ro MNpeJcTaBUTEe]eM U COIJIacOBbIBATH
KJII0YeBble BONMPOCHI JOMNOJHUTEIBHO MOCPEACTBOM HMHBIX CPEICTB CBA3HU
(TenieOHHBIX ~ MEPEroBOPOB,  HUCIONb30BaHUS  (PAKCUMUIIBHOM  CBSI3H,
MECCEH][)KEPOB H TIp.).

6. He ucnoab3oBaTh padouue yCTpoiicTBa B JMYHBIX IEJAX, a
CIIyKEOHBIE SUIUKHU JIEKTPOHHOM MOYTHI — ISl PETUCTPAIIMM HA TOPTOBBIX U
pa3BiIeKaTEIbHBIX OHJIANH-TUIOMIAIKAX.

7. Haaaautb CTpPOruii 1eiicTBEHHbII KOHTPOJb 32 CO0JII0IEeHUEeM
yTBepAJAeHHbIX Mep HH(OPMANUOHHON 0e30MACHOCTH (COOTBETCTBUE
IPOrpaMMHOI0 00ECTIeUEeHHUs], IPOBEPKA OTCYTCTBUS HECAHKIIMOHUPOBAHHOTO
JOCTYIIa K BHEITHUM MH(OPMALMOHHBIM pecypcam | T.1.).

* k%

CoBpeMeHHBII MHp XapaKTepU3yeTcs IWHAMHYHBIMU TJI00aTbHBIMU
nporeccamu. CoBepIiieHCTBOBaHUE HHPOpMAIIMOHHON cephl U oOecrieueHne
ee 0€30MaCHOCTH CTAHOBUTCS OJTHAM U3 KIIFOUEBBIX MOMEHTOB, BIIUSIOIIUX Ha
OOLIIECTBEHHOE U TocyAapcTBeHHOE pa3Butue PecnyOnuku benapyce.

B 310l CBA3M B HallleW CTpaHe YJENsAeTCs MOBBILIEHHOE BHUMAHHE
00ecreueHuto 3alUIIEHHOCTH MH(GOPMAITMOHHOTO POCTPAHCTBA,
uHGOPMAITMOHHON HHAPACTPYKTYPHI, UHOOPMALIMOHHBIX CUCTEM U pecypcoB. B
YaCTHOCTH, OTBETHBIE BEKTOPhI I'OCYJAPCTBEHHON MOJIUTUKUA OOO3HAYEHBI B
yrBepxkaeHHoi 18 mapta 2019 r. Konuemniun napopmMamioHHoM 0€30MacHOCTH
Pecny6muku benapycs. B To e Bpems, kak ormet [Ipesunent Pecryomuku
benapyck A.I'.Jlykamenko B xoae VI Beebenopycckoro HapogHOro coopanus,
HY>KHO HE TOJBKO 00Jiee aKTMBHO BBISIBIISITh M TPECEKaTh 3KCTPEMHUCTCKYIO,
MOIIICHHUYECKYIO U HHYIO HE3aKOHHYIO JIESTeIbHOCTh, HO U aKTUBHO paboTaTh
HaJI TIOBBIIIICHHEM MH()OPMAIIMOHHON TPAMOTHOCTH HACETICHHUSI.



